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Abstract

The innovative idea in wireless communication technology is the mobile ad hoc network, which works
without the infrastructure of base stations and switching centres. This creates a multichip network by
gathering several lists of nodes that communicate with one another. The wireless network system has a
lack of centralized administration, fluctuating network topology, and insufficient physical security. Every
node forwards packets, and each node is subject to both active and passive attacks. The security
objectives, difficulties, and kinds of active and passive assaults are discussed in this study.

Keywords: Security, MANETsS, and attacks.

Introduction of Ad Hoc Network

A new technology called MANET [1] allows users to communicate without the need for physical
infrastructure, which is why it is frequently called a "infrastructure less" network. A mobile ad hoc
network (MANET) [2] is made up of a number of mobile nodes that dynamically create a transient
network without the need for centralized management. These nodes are always free to travel in any
direction. In contrast to conventional wired networks, which employ copper wire as a communication
medium, ad hoc networks send signals via radio waves [3].

A self-organized and quickly deployed network is the foundation of a MANET, a fast expanding
technology. MANET's excellent feature allows it to attack various real-world application areas where
network topology changes rapidly. Nonetheless, a lot of academics are working to address MANET's
primary shortcomings, including its constrained bandwidth, battery life, processing power, and security,
in [7, 8].However, there is still a lot of work being done on this topic, especially with regard to routing
assaults and their current defences. The existing security solutions of wired network cannot be applied
directly to MANET, which makes.a MANET much more vulnerable to security attacks. We have covered
existing MANET routing threats in this work. Among the benefits of MANETS are they providing access
to information? These networks can be set up at any place Time. These networks work without any pre-
Existing infrastructure.

Fig.1 Mobile Ad hoc Network
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Protected communication between nodes is now mostly dependent on security. Its topology and lack of
centralized management make it more susceptible to attacks.

2. Safety Issues in Manets

Liability is a weakness in security system. Because a certain system does not check user
characteristics before granting access to data, it may be vulnerable to unauthorized data management.
MANET is wounded than wired network .MANET weaknesses include:

Availability of properties

MANETSs are made up of low-power devices with limited memories, bandwidth, CPU, and power
supplies.

Scalability: The ad hoc network's scalability is continually impacted by node mobility. Scalability is
therefore a key concern for MANET security.
Cooperativeness:

Most MANET routing algorithms make the assumption that nodes are helpful and not hostile.as a
result a spiteful attacker can become an important routing agent and disrupt network operation by
disobeying the protocol specifications.

Lack of centralized management-

The lack of management makes to difficult for detection of attacks because it is not easy to observe
the traffic in a highly dynamic and large scale ad-hoc network .lack of centralized management will
obstruct trust management for nodes.

Dynamic topology-

nodes move within the network. This mobility involves the network topology confirms the
connectivity between hosts that change quickly and accidently. Hence, the control and the management of
MANET surroundings will have to be distributed among the participating nodes of the network.

3.Goals For Securities

There are five major security goals that ensure a stable and secure ad hoc network environment
.These systems guard against and identify security breaches. They are mostly [9].

Through authentication, the source of a communication is guaranteed to clarify what it is or is not.
It allows a node to verify the peer node's identity. An adversary could display a fake node in the absence
of authentication, obtaining sensitive data and resources without authorization and disrupting the
functionality of other nodes.

Integrity ensures that a transmitted message is never corrupted or crashed. A message may get
tainted due to malfunctions, including malevolent network attacks. On-repudiation guarantees that neither
the sender nor the recipient may ever claim that they never sent or received the message. Finding hacked
nodes is aided by non-repudiation. In the event that node X gets an incorrect message from node Y, non-
repudiation enables X to use this message to gain access to Y and persuade other nodes that Y is
compromised. Availability ensures the survivability of network service contempt denial of service attacks.
It explains the service of the system that are available always and denying to unauthorized users. A denial
of service attack could be launched at any layer of an ad hoc network.

4. Manet Wireless Network Attack

Wireless ad hoc network security is a major concern. The first step in developing a strong security
solution is always to understand attackers. MANET is more vulnerable to assaults than wired networks
because it lacks a shared wireless intermediate and any central coordination tools. MANET is vulnerable
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to several types of attacks. For secure transmission in sequence, communication security in MANET is
important [10]. These assaults fall into
4.1 Attacks That Are Passive

Attacks that do not interfere with a network's ability to function normally are known as passive
attacks. Attackers intercept network traffic without changing it. If an attacker can also decipher data
obtained by spying, the secrecy requirement may be broken. Since the network's ability to function is
unaffected, detecting these attacks is challenging.
4.2 Active Attacks

Active attacks are the attacks that are performed by the malicious nodes that bear some energy
cost to perform the attacks. Active attacks involve some modification of data stream or creation of false
stream. Active attacks can be internal or external.
External attacks: Nodes accept external attacks, which are incompatible with the network. It results in
odd nodes that either send erroneous routing information or make services unavailable.
Internal assaults: Internal attacks originate from network nodes that are compromised. In an internal
assault, the network's hostile node obtains illegal access and poses as a legitimate node. It may take part
in further network operations and assess transactions with other nodes.

5.Active Attacks
5.1 Attacks by Black Holes

An attacker publishes a zero metric for all destinations in this attack, which causes all nearby
nodes to redirect packets in its direction. [11] A rogue node convinces other good nodes to route data
packets through it by sending fictitious routing information, claiming to have an optimal path. Instead
than forwarding all packets that it receives, a rogue node drops them all. An attacker uses a flooding-
based protocol to listen to the queries.
5.2 The Sinkhole

A hacked node attempts to attack the data coming from all nearby nodes in a sinkhole attack. In
other words, the node effectively intercepts all of the data being sent between its nearby nodes. Ad hoc
network networks like AODV can also be subjected to sinkhole attacks, which use vulnerabilities like
sequence number maximization or hop count minimization to make the path that passes through the
malicious node seem like the optimal way for the nodes to interact.
5.3 Attacks by Spoofing

By pretending to be another node in the network, the attacker in a spoofing attack gets
communications intended for that node. This kind of assault is typically carried out to obtain access to the
network in order to launch other attacks that have the potential to severely damage the network. Any
hostile node with sufficient network knowledge can launch this kind of assault by creating a fake ID of
one of its member nodes. Then, using that ID and a financial incentive, the node can trick other nodes into
setting up a path towards it instead of the actual node.
5.4 RERR Generation

Malicious nodes can prevent communication between any two nodes by sending RERR message
to some node along the path. The RERR message when flooded into the network may cause the
breakdown of multiple paths between various nodes of the network, hence causing a no. of link failures.
5.5 Jamming

In jamming, attacker initially keep mounting wireless medium in order to determine frequency at
which destination node is receiving signal from sender. It then transmit signal on that frequency so that
error free receptor is hindered.
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5.6 Rushing Attack

Two colluded attackers use the tunnel procedure to form a wormhole. If a fast transmission path
exists between the two ends of the wormhole, the tunneled packets can propagates faster than those
through a normal multi hop route. The rushing attack can act as an effective denial of service attack
against all currently proposed on demand MANET routing protocols, including protocol that were
designed to be secure , such as ARAN and Ariadne[12]
5.7 Byzantine attacks

A compromised with set of intermediate nodes that working alone within network carry out
attacks such as creating routing loops forwarding packets through non-optimal paths or selectively
dropping packets which results in disruption or degradation of routing service within the network.
5.8 Replay Attack

An attacker that performs a replay attacks are retransmitted the valid data repeatedly to inject the
network routing traffic that has been captured previously. This attack usually targets the freshness of
route, but can also be used to determine poorly designed security solutions [12].

6. PASSIVE ATTACKS
6.1 Traffic Analysis
Traffic analysis is a passive attacks used to gain information on which nodes communicates with

each other and how much data is processed.
6.2 Listening in

The word "eavesdrops" refers to overhearing without making any further effort. This involves the
unintended recipient intercepting, reading, and conversing with the communication. A wireless medium is
shared by mobile hosts in mobile ad hoc networks. The vast majority of wireless communications
broadcast by nature and require RF spectrum. Fake messages can be introduced into a network and
transmitted messages can be intercepted.
6.3 Traffic Monitoring

It can be developed to identify the communication parties and functionality which could provide
information to launch further attacks. It is not specific to MANET. Other wireless network such as
cellular, satellite and WLAN also suffer from these potential vulnerabilities.
6.4 Syn flooding

This attack is denial of service attack. An attacker may repeatedly make new connection request
until the resources required by each connection are exhausted or reach a maximum limit. It produces
severe resources constraints for legitimate nodes.
6.5 Snooping

Snooping is unauthorized access to another person’s data. It is similar to eavesdropping but is not
necessarily limited to gaining access to data access to data during its transmission. Snooping can include
casual observance of an email that appears on another computer screen or watching what someone else is

typing. [20]

7. Seven Findings and Upcoming Projects

This study discusses the mobile ad hoc network, a wireless communication technology innovation
that operates without base stations and switching centres, addressing security challenges, centralized
administration, and fluctuating network topology, as well as active and passive attacks.

Because of their unpredictable topology, wireless shared media, diversified resources, stringent
resource constraints, etc., MANETSs have more protection difficulties than wired networks. Security is a
layered problem rather than a single layer one. In order to address these security issues, new secure
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protocols must be designed because MANET's inherent characteristics make it more vulnerable to attacks.
The fundamental characteristics of the MANET, its weaknesses, and many attack techniques are covered
in this study. Expansion of bandwidth; capacity and large-scale ad hoc networks are two more difficult
problems that will likely arise in the near future.
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